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THE PROBLEM

 Products are built to a functional / cost / time-to-market target
« Security is not considered, or an after-thought
« How to secure by design?
« Security is opagque to customers —
«  Why build security in, if it’s not part of the purchase decision?
« How to measure and differentiate for security?
« Security is an every point-in-time concept —

« How to provide ongoing security assurance?

loT security primarily is a commercial problem
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AND... IT'S NOT JUST ABOUT THE THINGS

Increasingly, product functionality is distributed

The ‘end point’ device often requires functionality and control provided by remote systems — such
as gateways, cloud systems, or mobile apps

Security issues at any one end can affect the entire solution
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What are the steps then?
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Advise

Education

Q Qualify risk

<] I> Gap assessment
“ | | ‘ | Filter the noise

CYBERSECURITY

MATURITY

Certify

Partnership

$ Validate ROI

Differentiate
early adopters

Brand reputation




REGULATORY DEVELOPMENTS

* Certification voluntary

EU GDPR (5/25/2018%) Certificat |
i Kk ** Certification voluntary,
EU Cybersecurity A(?t (1/1/2020**) mandate assessed in 2023

o= g3

*** Similar bills pending in
various other States

China National loT
Security Standards

California 10T Bill
(1/1/2020%)***

US Cybersecurity
Improvement Act*

Governments are moving, but will look upon industry initiatives to lead the way
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REGULATORY & INDUSTRY INITIATIVE EXAMPLES

« California loT BiIll

* EU Cybersecurity Act

» US Cybersecurity Improvement Act

« UK Code of Practice for Consumer |oT Security/ETSI TS 103 645
* NIST Core Baseline Cybersecurity Capabilities

 DoC/DHS Botnet Report

 CSDE/CTA Anti-Botnet Guide

« |EC 62443 ]

» UL 2900 Series of Standards / UL Cybersecurity Assurance Program (CAP)

* UL IoT Security Rating Program

* Common Criteria (ISO 15408) -
 FIPS

« ARMPSA

» CTIA Cybersecurity Certification Program

« Amazon Alexa Voice Service Security Program ]

«  GSMA IoT Security Guidelines
« |oT Security Foundation Best Practices Guidelines

* Other
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ig UL 2900/ Cybersecurity
g Assurance Program
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3 Common Criteria*
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FIPS 140-2
UL loT Security Rating
| IEC 62443
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Alexa Voice Service I
Security Program
CTIA Cybersecurity
Certification Program * Depending on scheme and/or EAL

Level of Assurance =
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TIME VS SECURITY ASSURANCE ~’44(/\97,?
U7 R

UL 2900, IEC 62443, FIPS, CC

UL loT Security Rating

9

Level of Assurance

|
Small Appliances / Consumer Electronics | | | Automotive / Industrial / Critical Infrastructure l

| Wellness / Ggommercial / Healthcare |
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A COLLABORATIVE APPROACH
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SUPPLY CHAIN SECURITY

Problem

Tier 1 OEMs and asset owners struggle with understanding the security maturity of their suppliers

Existing SLAs with suppliers are ineffective because most suppliers don’t understand security

OEMs and asset owners don’t have the time and may not have the resources to validate each one of
their suppliers’ security maturity

Solution

- Anindependent evaluation of suppliers with focus on suppliers’ security processes and/or product
testing

- Anindependent evaluation that provides transparency to OEMS and asset owners for supplier security

« Anindependent 3rd party that can work with suppliers to improve their security maturity over time

N
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Complexity Is the problem

TRUST

IS THE SOLUTION

- Powers smarter decisions

- Makes brands easier to choose

- Makes supply chains simpler to manage
- Makes differentiation quicker to achieve
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THANK YOU

Empowering Trust™
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